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Abstract—Anomaly detection is inherently characterised by
severe class imbalance, making the interpretation of evaluation
metrics challenging. Although metrics such as AUROC, AUPR,
Fi-score, and MCC are widely used, their values convey different
meanings depending on the anomaly ratio. In this work, we
analyse the behaviour of those four common anomaly detection
metrics under varying levels of imbalance. We focus on the study
of metric landscapes, visualisations that relate metric values to
true positive and true negative rates, providing an intuitive view
of metric preferences and stability. Our analysis offers practical
guidance for interpreting and comparing anomaly detection
results across datasets with different imbalance ratios.

Index Terms—Metrics, Evaluation, Anomaly Detection, Imbal-
anced Data

I. INTRODUCTION

Evaluation metrics are central to machine learning, pro-
viding compact summaries of model performance that en-
able comparison across methods, datasets, and experimental
settings. They are essential in practice due to the scale of
modern benchmarking, where exhaustive qualitative analysis
is intractable. Metrics also support model selection under
different application priorities, such as balancing detection
performance against false positives. However, reducing model
behaviour to a single scalar inevitably discards information,
and the interpretation of these scores is often non-trivial.

This issue is particularly pronounced in anomaly detection,
where the data is inherently and extremely imbalanced. In
many practical settings, training is unsupervised and per-
formed only on normal data, which prevents any direct miti-
gation of class imbalance during learning. Evaluation is then
conducted under highly skewed test distributions with rare
anomalies, making performance assessment delicate [1]].

To address class imbalance, weighted or balanced variants
of standard measures are commonly used [2], but they are
generally avoided in anomaly detection as they decouple
evaluation from the operational class distribution. Instead,
anomaly detection primarily relies on metrics less sensitive
to class proportions, notably AUROC, as well as AUPR, F;-
score, and MCC which are less affected by negative class dom-
inance [3]]. Despite known limitations under severe imbalance
and proposed alternatives, no consensus has emerged and these
standard metrics continue to dominate evaluation.

We argue that these metrics remain useful provided their
interpretation accounts for how their values depend on both
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Fig. 1. Random baselines are evaluated across different target classes balance.
For each setting, metrics are computed over 100 runs with random predictions.
We report the mean, standard deviation, and mean positive deviation, noting
that approximately half of the deviations being positive per metric.

prediction quality and class imbalance, since identical scores
can correspond to different classifier behaviours under varying
anomaly ratios. This work therefore study how metric values
evolve as functions of True Positive Rate (TPR, or Recall,
Sensitivity) and True Negative Rate (TNR, or Specificity)
across different levels of anomaly ratios. To do so, we utilise
metric landscapes, which map each metric score over the space
of sensitivity—specificity operating points. This framework al-
lows us to visualise how different metrics emphasise different
trade-offs between sensitivity and specificity and how these
preferences shift under increasing imbalance.

In summary, this work provides a systematic analysis of four
widely used metrics in anomaly detection (AUROC, AUPR,
F1, and MCC), studying their behaviour across a wide range of
class imbalance ratios. We introduce metric landscapes as an
intuitive framework for analysing metric values as functions
of TPR, TNR, and class imbalance. We focus on settings
representative of image and time-series anomaly detection
benchmarks, as well as one-class classification, providing ref-
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TABLE I
SUMMARY OF DATASETS CATEGORIES AND STATISTICS.
‘ Dataset ‘ Type ‘ Test Set Size | Anomaly %
UTS 14,050,817 00.19
MTS 172,801 05.77
MTS 143,401 10.05
MTS 449,919 12.14
MTS 87,841 27.76
occC 10,000 90.00
IAD 2,162 55.50
IAD (L) | 566,755,328 00.61
IAD 1,725 72.93
IAD (L) | 452,198,400 03.33

erence points for interpreting metric values and understanding
their behaviour under realistic imbalance conditions.

II. RELATED WORK

Research on evaluation under class imbalance has focused
on identifying the unreliability or suitability of metrics when
class distributions are skewed, and determining the best ones
for specific applications. Existing literature analyses the the-
oretical and empirical properties of commonly used metrics
such as Accuracy, F;, AUROC, AUPR, MCC, Cohen’s Kappa,
and Geometric Mean under varying imbalance ratios [4]-[8].
These studies consistently highlight that several widely used
measures, including Accuracy and F;, can become mislead-
ing under strong imbalance, while metrics such as MCC or
AUROC are often more stable. Additional work has further
investigated relationships between metrics and the redundancy
of the information they convey [9].

Some studies focus on domain-specific evaluation, aiming
to identify metrics that best reflect model prediction profiles.
Evaluation is often tied to comparing classifiers trained with
different sampling, weighting, or thresholding strategies [10]—
[14]. These analyses are typically grounded in application
areas such as healthcare, finance, fraud detection, and network
security, and seek to determine which metrics best align with
desired model behaviours across different datasets. In parallel,
other works propose new metrics or evaluation frameworks tai-
lored to specific domains, particularly in time-series anomaly
detection, where temporal structure motivates alternative for-
mulations of performance [I5]-[I7]. These approaches are
motivated by the view that no single metric can fully capture
all relevant aspects or characterise underlying model behaviour
and performance.
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Metrics landscapes in the balanced case (50:50). Colour follows scores w.r.t. True Positive Rate (TPR) and True Negative Rate (TNR).

We complement existing studies by investigating how the
meaning of a given metric score changes across imbalance
settings and, more generally, how commonly used evaluation
metrics in anomaly detection respond to varying levels of
class imbalance. We ground our analysis in anomaly ratios
that are representative of real image, one-class, and time-series
anomaly detection datasets, while explicitly avoiding the goal
of identifying a best metric for a given scenario or determining
which metric best reflects a particular model behaviour.

III. PRELIMINARIES

This section presents the anomaly detection applications
considered in this work, along with the datasets used to derive
the anomaly ratios supporting the study (Section[[II-A). It then
introduces the evaluation metrics analysed under these varying
imbalance regimes (Section [[TI-B).

A. Applications & Datasets

We consider three main applications of anomaly detection:
Time-Series Anomaly Detection (TSAD), One-Class Classifi-
cation (OCC), and Image Anomaly Detection (IAD). These
settings differ in the nature of the data, its structure, and
primarily in anomaly granularity and the imbalance induced
by the evaluation protocol.

1) Time-Series Anomaly Detection (TSAD): TSAD covers
sequential observations indexed in time, typically acquired
from one or more sensors at regular sampling intervals. The
objective is to identify anomalous temporal segments, i.e., con-
tiguous intervals in which the observed dynamics deviate from
normal behaviour [26]. Anomalies may appear as irregular
values, ranging from short-lived extreme deviations to longer,
context-dependent patterns, and are rare by nature.

We distinguish between Univariate Time-Series (UTS),
involving a single observation channel, and Multivariate
Time-Series (MTS), involving multiple synchronised sensor
streams. In the UTS setting, we consider the UCR anomaly
archive I]B[], which contains 250 heterogeneous time-series
drawn from domains such as healthcare and finance, each
with one anomalous segment. In the MTS setting, we consider
four benchmark datasets with varying anomaly ratios: Pooled
Server Metrics (PSM) [22], PUMP Fillage (PUMP) [20],
Secure Water Treatment (SWaT) [21]], and Water Distribution
(WaDi) [19]. These datasets are continuous multivariate sig-
nals with multiple labelled anomalous intervals.
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2) One-Class Classification (OCC): The objective in OCC
is deriving a boundary around an observed (normal) data class.
The evaluation protocol is designed around standard computer
vision datasets due to the limited availability of dedicated
benchmarks [27]]. We evaluate on CIFAR-10 [23], an image
classification dataset with 10 semantic classes. 10 evaluation
scenarios are constructed, each defined by selecting one class
as normal while treating all remaining classes as anomalous.
This protocol induces a severe class imbalance favouring the
positive side, as the resulting distribution places 1 class against
9 classes aggregated as outliers.

3) Image Anomaly Detection (IAD): For IAD, we use
MVTec AD [25] and ViSA [24], both of which consist of
industrial inspection images with defect-free and defective
samples [28]]. Evaluation is typically reported at two levels: (i)
image-level detection, where the task is to classify an image as
normal or defective, and (ii) pixel-level localisation, where the
goal is to segment defective regions. These two perspectives
induce markedly different imbalance regimes: while defect
images may be relatively more frequent at the image level,
defective pixels remain extremely sparse within each image,
leading to a significantly lower anomaly ratio at the pixel level.

The anomaly percentages for all datasets are summarised in
Table [l Images from IAD datasets and corresponding masks
are resized to 500 x 500 prior to pixel-wise evaluation.

B. Metrics

We study four evaluation metrics commonly used across
the anomaly detection applications introduced previously. Two
metrics are threshold-independent and evaluate the ranking
quality of anomaly scores: Area Under the Receiver Operating
Characteristic Curve (AUROC) and Area Under the Precision—
Recall Curve (AUPR). The two others require a decision
threshold to convert anomaly scores into binary predictions:
the Fi-score and Matthews Correlation Coefficient (MCC).
Formal definitions of the metrics underlying components can
be found in the supplementary materials.

1) F;: The F;-score measures the harmonic mean between
precision and recall, balancing the ability to detect anomalies
while limiting false alarms.

2xTP

F, .=
YT 9XTP+FP+FN

As it does not account for true negatives, F; inherently
emphasises performance on the positive class, making it well
suited for settings where the positive class is the minority.

2) MCC: The Matthews Correlation Coefficient (MCC)
measures the correlation between predictions and ground truth,
accounting for all entries of the confusion matrix.

TP xTN —-FPxFN
(TP+FP)x (TP+FN)
x (I'N + FP)x (TN + FN)

MCC :=

MCC is fully symmetric and is generally regarded as more
robust to class imbalance than many standard classification
metrics. However, this symmetry can reduce interpretability,
and its dependence on a decision threshold can lead to
increased instability under extreme imbalance. In this study,
we report a scaled version normalised to the [0,1] range.

3) AUROC: AUROC evaluates the ability of a model to
rank anomalous samples ahead of normal ones across all pos-
sible thresholds. It represents the probability that a randomly
chosen positive instance will be ranked higher than a randomly
chosen negative instance.

1
AUROC := / TPR(FPR™" (z)) dx
0

Because AUROC is based on rates, it does not prioritise
any class, even in imbalance cases; however, it does not reflect
absolute error counts. In highly imbalanced settings with many
negatives, a large number of false positives can correspond to
only a small increase in FPR, making the metric less sensitive
to errors on the majority class in absolute terms.

4) AUPR: AUPR measures the trade-off between precision
and recall across all thresholds, emphasising the quality of
positive predictions.

1
AUPR := / PPV (TPR™' (z)) d
0

In settings dominated by the negative class, AUPR avoids
dilution from true negatives by design, as it does not incor-
porate them. Unlike AUROC, it is therefore highly sensitive
to absolute changes in false positives and false negatives. It
effectively emphasises the positive class, and its value can
decrease significantly as the proportion of positive samples
becomes smaller.
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Fig. 4. Left: Minimum TPR (y-axis) required to achieve the target score
(x-axis). Right: Corresponding TNR (y-axis) at minimum TPR required to
achieve the score (x-axis). Values at the different datasets imbalance ratios
are shown in colour, while the balanced case is represented with dashed lines.

IV. NULL ANALYSIS

We first establish a baseline for all metrics under random
predictions. For each imbalance ratio ranging from 99:1 to
1:99 (positive:negative), we sample 100 runs of random pre-
dictions and compute the mean, standard deviation, and mean
positive deviation of each metric (Figure [T).

In the balanced case (50:50), all metrics centre around 0.5.
As the proportion of positive samples increases (left side of
the plot), both AUPR and F; increase, raising the effective
baseline to approximately 0.70 for F;. In extreme regimes
where positives dominate, comparing AUPR results becomes
less informative, as high scores (e.g., 0.90 on CIFAR-10) can
still correspond to random predictions.

In contrast, AUROC and MCC remain centred around 0.5
across all imbalance ratios. However, AUROC exhibits higher
variability and a mean positive deviation reaching approxi-
mately 0.25, indicating the likelihood of a single favourable
run yielding deceptively strong scores (e.g., = 0.75 AUROC).
AUPR also shows non-negligible upward deviations (up to
~20.10 near the imbalance regime of MVTec), despite rela-
tively stable standard deviation.

By comparison, F; and MCC remain concentrated, with
standard deviation and mean positive deviation typically below
0.05, making them less prone to spurious high scores under
random behaviour.

Finally, the AUPR baseline varies approximately linearly
with the anomaly proportion, which makes deviations from
random performance easy to quantify. Its relatively low vari-
ance further contributes to its usefulness as a stable and
informative metric for anomaly detection.

V. EVOLUTION UNDER IMBALANCE
A. Metrics Landscapes

To gain an initial understanding of metric behaviour, we
visualise score landscapes with respect to the TPR and TNR
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Fig. 5. Average score within 5 different 10% X 10% (TPRXxTNR) metric
landscapes regions (black boxes in Figure @ The evaluated landscapes are
taken at the datasets ratios. The radial scale is gamma-corrected (v = .6).

under the balanced setting (50:50) in Figure [2]

AUROC and MCC exhibit an approximately symmetric
structure, with the baseline behaviour aligned along the di-
agonal (TREINR —(5). In contrast, AUPR and F; place
stronger emphasis on correct positive predictions, reaching
higher values more rapidly along the TPR axis. Additionally,
F; stays low at low TPR values even with high TNR.

The five numbered regions shown on the AUROC landscape
correspond to the cases analysed in detail in Section [V-D}

B. Global Evolution

To analyse how score distributions evolve under class imbal-
ance, we study the difference between landscapes at different
imbalance ratios. As the evolution appears approximately
linear, we focus on a representative case at 5:95. We examine
the global difference between the balanced setting and the
negative-majority regime (Figure [3). The symmetric positive-
majority case is provided in the supplementary material.

As expected, AUROC shows no change, reflecting its in-
variance to class imbalance. In contrast, the other metrics
exhibit substantial variations. For AUPR, most of the land-
scape decreases by at least 0.2, with reductions reaching up
to 0.4 in regions of increasing TNR. Only narrow regions
with simultaneously high TPR and TNR remain relatively
stable. This reflects the reduced influence of negative-class
performance as imbalance increases.

F; is also strongly affected by imbalance, although true
negatives retain more influence than for AUPR. Even with
perfect TPR, F; only reaches approximately 0.5 when TNR
is around 0.6 (landscape colour). However, given that the
baseline F; at this ratio is below 0.1 (Figure |I|), even modest
absolute values correspond to substantial improvements over
random performance.
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3 categories (Low, Medium, High) based on their anomaly percentages. Or-
thogonal variance maximisation rotation is applied and factors signs aligned.

MCC exhibits a more complex pattern. Extreme TNR values
(around 0 and 1) remain relatively stable, while values along
the diagonal stay near 0.5. Below the diagonal, scores increase,
whereas above it they decrease, compressing the distribution
around mid-range values and making average score interpre-
tation less direct. Regions with minimal TNR decrease, while
those with maximal TPR increase sharply, indicating a stronger
dependence on the negative class under imbalance.

C. Minimal Positives Detection

Analysing global patterns, we also determined the minimal
ratios of detected positives for different scores and imbalance
ratios (Figure [ left column). Additionally, we computed in
the right column the corresponding TNR required to achieve
said score at the identified minimum TPR.

For AUROC, no positive sample needs to be detected up
to a score of 0.5. Beyond this point, assuming all negatives
are correctly ranked, the score increases progressively as more
positives are correctly ranked.

For AUPR, no positive detection is required up to a score
of 0.75 in a balanced dataset. This threshold shifts w.rz. the
anomaly ratio; however, achieving such scores requires 100%
of the negatives to be correctly classified.

F; exhibits a particularly interesting behaviour. Regardless
of the anomaly ratio, increasing the score always requires an
increasing number of correctly classified positives. However,
as the anomaly ratio decreases, a larger number of correctly
classified negatives is also required to reach the same score.

Finally, MCC displays a pattern similar to AUPR, although
smoother and reversed w.rt. the anomaly ratio. Up to a
score of 0.5, no correctly classified positive is required.
Concurrently, the proportion of correctly classified negatives
needed decreases more rapidly as the anomaly ratio decreases.
The extreme case of UCR shows that, on highly imbalanced
datasets, achieving an MCC of ~0.4 is possible without
detecting any positives and with barely 10% of negatives
correctly classified. Nevertheless, this value remains below the
random MCC baseline (Figure [I)).

D. Regions of Interest Analysis

In Figure 5] we report on several edge-case regions of the
metrics landscapes, corresponding to characteristic prediction
patterns: predicting almost everything incorrectly (R1); almost
all negatives (R2); almost all positives (R3); almost everything
correctly (R4); and approximately half correctly (RS).
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Fig. 7. Upper triangle: Tucker’s congruence coefficients between metrics
factor loadings (Figure @) Lower triangle: Person’s correlation coefficients
between the metric landscapes.

(R1) TPR 0-10%; TNR 0-10%. All metrics remain very
low regardless of the anomaly ratio. MCC shows a slight
increase for the highly imbalanced UCR and WaDi cases.
In contrast, AUPR increases with the anomaly percentage,
reaching approximately 0.5 for CIFAR-10.

(R2) TPR 0-10%; TNR 90-100%. AUROC and MCC con-
sistently remain around 0.5 across all anomaly ratios. AUPR
again increases with the anomaly ratio, closely following
its random baseline. F; remains very low for all imbalance
settings, making it comparatively stable in the edge case where
nearly all predictions are negative.

(R3) TPR 90-100%; TNR 0-10%. In this case, both MCC
and AUROC produce the same characteristic score of ~0.5,
independently of the anomaly ratio. Conversely, F; and AUPR
increase with the anomaly percentage and can approach 1 in
the most balanced cases.

(R4) TPR 90-100%; TNR 90-100%. All metrics naturally
approach 1. However, for highly imbalanced datasets such
as WaDi, AUPR, MCC, and F; exhibit a slight decrease in
their average values within this region, highlighting a sharp
contribution of the high TNR and TPR to the score.

(R5) TPR 45-55%; TNR 45-55%. AUROC and MCC remain
stably centred around 0. AUPR increases with the anomaly
ratio, while F; exhibits the strongest sensitivity to class
imbalance, ranging from nearly 0 in the UCR setting to
approximately 0.65 in the most balanced case. This region
unsurprisingly closely matches the behaviour expected from
random baseline predictions.

VI. METRICS RELATIONSHIPS

Factor analysis was performed to investigate the latent
relationships between evaluation metrics and analyse how they
vary across different anomaly ratio regimes. The study is
conducted separately for three anomaly ratio groups: Low
(< 5.77%: UCR, VisA (L), MVTec (L), and WaDi), Medium
(10.05%-27.76%: PUMP, SWaT, and PSM), and High (>
55.50%: VisA, MVTec, and CIFAR-10).

The loadings of the extracted factors (A, B, and C), selected
to retain 90% of the explained variance, are shown in Figure[6]
The corresponding Tucker congruence coefficients between
metrics are presented in Figure [7] (upper triangle), alongside
the Pearson correlations computed directly from the score
landscapes (lower triangle). Pearson correlation reflects local
similarity in the observed score distributions, whereas Tucker’s



congruence captures similarity in the latent factor structure
shared by the metrics.

In the Medium regime, all metrics exhibit similar loading
profiles, indicating that they capture closely related structures.
This is further supported by the high Pearson correlations
observed across all metric pairs, suggesting strong agreement
under moderate imbalance conditions.

For highly imbalanced datasets dominated by negative sam-
ples (Low), the metrics become more complementary, as re-
flected by the decrease in both Tucker congruence and Pearson
correlation values. This indicates that the metrics no longer
respond similarly across the score landscapes and emphasise
different regions or classification behaviours. AUROC and
MCC remain the most closely related metrics, whereas F;
and AUROC display the weakest agreement, both in the latent
structure and in the raw landscape correlations.

In the High regime, the metrics exhibit increased decorre-
lation compared to the Medium regime, although the effect
is generally less pronounced than in the Low regime. The
pair AUPR-AUROC notably shows reduced congruence and
correlation, indicating increasingly different behaviours as the
positive class becomes dominant. In contrast, AUROC and
MCC maintain total similarity, with a Tucker congruence of
0.997 and a Pearson correlation of 0.983, demonstrating that
both metrics retain nearly identical structural behaviour across
the score landscapes despite changes in the anomaly ratio.

VII. CONCLUSION

This work analysed how common anomaly detection eval-
uation metrics evolve under varying anomaly ratios. Through
the study of metric landscapes, based on true positive and
true negative rates, with insightful experiments, we provided
practical guidance for interpreting the metrics under specific
class imbalances and different points of view. Future work will
extend this analysis to other anomaly detection domains and
their datasets characteristics, such as in industrial monitoring,
internet of things, cybersecurity, or autonomous driving.
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